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1. Introduction

1.1. About organization

North Eastern Electric Power Corporation Limited (NEEPCO), a Mini Ratna Schedule "A" Government of India
Enterprise under the Ministry of Power was set up on the 2n of April 1976 to plan, investigate, design, construct,
generate, operate and maintain power stations in the North Eastern Region of the country. At present, NEEPCO
is a Wholly Owned Subsidiary of NTPC Limited wherein 100% equity shares of the Company are held by NTPC
Limited. NEEPCO has an installed capacity of 2057 MW which is 39% of the total installed capacity of the N.E
Region.

MISSION OF ORGANIZATION

e To harness the vast hydro, thermal and renewable power potential

e To produce pollution free and inexhaustible power through planned development of power generation
projects.

e To play a significant role in the integration and development of hydroelectric and thermal power in the
Central Sector covering all aspects such as investigation, planning, designs, construction, operation, and
maintenance of hydroelectric and thermal projects which in turn would effectively promote the
development of the nation as a whole.

1.2. Need for policy

In today’s dynamic business environment risk landscape is evolving very rapidly, and it has become imperative for
NEEPCO to take a structured approach for risk management to ensure that all the risks are managed effectively.
In the alternative, these risks have the potential to disrupt achievement of NEEPCO’s strategic and operational
objectives.

Enterprise risk management helps organizations to identify events and measure, prioritize and respond to the risks
challenging its most critical objectives and related projects, initiatives and day-to-day operating practices. The
objective is to protect stakeholders’ value through the establishment of an integrated Enterprise Risk Management
Framework to provide clear and strong basis for informed decision making at all levels of the organization. In
addition to this, regulatory requirements such as DPE and SEBI guidelines on Corporate Governance and
Companies Act 2013 have been imposed on the organization to have a robust enterprise risk management
framework which shall be reviewed periodically. In view of these requirements NEEPCO had implemented Risk
Management Policy within the organization.

This policy is a formal acknowledgement of the commitment of the organization to risk management. The aim of
the policy is not to have risk eliminated completely from NEEPCO’s activities, but rather to ensure that every effort
is made by the organization to manage risk appropriately to maximize potential opportunities and minimize the
adverse effects of risk. The organization aims to use risk management to take better informed decisions and
improve the probability of achieving its strategic and operational objectives.

1.3. Risk management policy statement

NEEPCO recognizes that it is exposed to several uncertainties, which is inherent for the power sector that it
operates in. The volatility of the power sector affects the financial and non-financial results of the business. To
increase confidence in the achievement of organization’s objectives, NEEPCO has developed Risk Management
Policy to remain a competitive and sustainable organization and enhance its operational effectiveness.



The policy statement is as given below:

To ensure protection of shareholder value through the establishment of an integrated Risk Management
Framework for identifying, assessing, mitigating, monitoring, evaluating and reporting of all risks.

To provide clear and strong basis for informed decision making at all levels of the organization.

To continually strive towards strengthening the Risk Management System through continuous learning
and improvement and to achieve the objectives of this policy through proper implementation and
monitoring.

To ensure that new emerging risks are identified and managed effectively.

To put in place systems for effective implementation for achievement of policy objectives through
systematic monitoring and effecting course corrections from time to time.

1.4. Objectives of policy

The main objective of this policy is to ensure sustainable business growth with stability and to promote a pro-
active approach in identifying, evaluating, reporting and managing risks associated with the business. In order to
achieve the key business objectives, the policy establishes a structured and disciplined approach to Risk
Management, including the development of the Risk Register, Key Risk Indicator Monitoring Sheet and Action
Plan Status Report, in order to guide decisions on risk related issues. The specific objectives of the Risk
Management Policy are:

1.

A

10.

To provide an overview of the principles of risk management

To explain the approach adopted by the organization for risk management.

To define the organizational structure for effective risk management

To identify business objectives that reflect the interests of all beneficiaries and stakeholders.
To identify the threats to the achievement of business objectives

To regularly review the risk landscape as a result of business activities and of the business and
economic climate in which the Company is operating

To regularly review exposure to all forms of risk and reduce it as far as reasonably practicable or
achievable

To identify and regularly measure key risk indicators and take appropriate action to reduce the risk
exposure

To regularly review the key risk controls to ensure that they remain relevant, robust and effective

To control and manage risk by appropriate risk reduction and mitigation actions

To achieve these objectives, NEEPCO shall adhere to the following core principles:

Effective Accountability: The Board has the overall responsibility to ensure an effective risk management
process within the company.

Team’s commitment: Every function/ department/ project site/ office in the organization shall work in
coordination to ensure the effective implementation of this enterprise risk management policy.

Proactive Leadership: Risk identification (including identification of the risk of lost opportunities), risk
assessment and risk monitoring are ongoing activities and shall form an integral part of the company’s
operations, management and decision-making process. All the identified risks shall be updated in the



central repository.

4. Risk Culture: Informed and consistent risk related decisions shall be taken; non-compliant behaviors shall not
be tolerated and risk management shall be dealt professionally.

5. Transparency and Compliance: The risk management activities along with the most significant risks shall
be reported and the material failures in mitigation measures shall be escalated through reporting line to
the relevant levels of organization structure.

1.5. Scope and applicability

The policy guidelines are devised in the context of the organization’s growth objectives, business profile envisaged
and new business endeavors including new projects that may be necessary to achieve these goals and the emerging
global standards and leading practices amongst comparable organizations. This policy is meant to ensure the
continuity of business and protection of the interests of the investors and thus covers all the activities within the
organization and events outside which have a bearing on the organization’s business to the extent of risk exposure
of NEEPCO.

The policy shall operate in conjunction with other business policies and shall integrate risk management into
organizational processes, including policy development, planning, and change management.

Accordingly, this policy will be a guiding document for risk management with an endeavor to facilitate the decisions at
NEEPCO.

Scope of the Policy shall cover:

=  All key functions and departments of NEEPCO

= All Projects (Under Construction) of NEEPCO within and outside the country

=  All Operational Power Stations of NEEPCO

= All events, both external and internal which shall have an impact on the business objectives of the

organization

Applicability of the Policy: - The Risk Management Policy is applicable to the Corporate Office, Regional offices,
Power Stations, and Project Sites of NEEPCO.



2. Risk governance

2.1. Risk governance structure

A well-defined risk governance structure serves to communicate the approach of risk management throughout the
organization by establishing clear allocation of roles and responsibilities for the management of risks on a day-to-
day basis. In order to develop and implement an Enterprise Risk Management framework, NEEPCO constituted

Risk Management Committee to be supported by Risk Management Sub-Committee.

The Risk Management Committee shall comprise of the Director (Technical), NEEPCO as Chairperson and
nominated representative of NTPC, an Independent Director, Director (Personnel), NEEPCO as Members and
shall appraise key risks to the Board. Risk Management Sub-Committee shall comprise of Chief Risk Officer (CRO), Risk

Owners & Risk Reporters.

The CRO shall report the key risk to the Risk Management Committee which shall ensure that risk management
activities are undertaken as per this policy. The main objective of Risk Management Sub-Committee shall be to
provide an enterprise-wide view of key risks within the organization to the Risk Management Committee.

Risk Governance Structure

Risk Management Committee

Risk Management Sub -Committee
I
I

Risk Owners

RISk Reporters

2.1.1 Risk Management Committee

Constitution of Risk Management Committee

1. Director (Technical), NEEPCO - Chairperson
2. Nominated representative of NTPC - Member
3. Independent Director - Member
4. Director (Personnel), NEEPCO - Member



The Risk Management Committee has the key role of aligning the strategic objectives with the organization’s
operations in order to achieve intended outcomes.

Role and Responsibilities of the Risk Management Committee:

As per Part (D) of the Schedule II of the SEBI (Listing Obligations & Disclosure Requirements) Regulations The
role of the Risk Management Committee shall, inter-alia, include the following:
1. To formulate a detailed risk management policy which shall include:

(a) A framework for identification of internal and external risks specifically faced by the listed entity,
particularly including financial, operational, sectoral, sustainability (particularly, ESG related risks),
information, cyber security risks or any other risk as may be determined by the Committee.

(b) Measures for risk mitigation including systems and processes for internal control of identified risks.
(c) Business continuity plan.

2. To ensure that appropriate methodology, processes and systems are in place to monitor and evaluate
risks associated with the business of the Company;

3. To monitor and oversee implementation of the risk management policy, including evaluating the
adequacy of risk management systems;

4. To periodically review the risk management policy, at least once in two years, including by considering the
changing industry dynamics and evolving complexity;

5. To keep the board of directors informed about the nature and content of its discussions,
recommendations and actions to be taken;

6. The appointment, removal and terms of remuneration of the Chief Risk Officer (if any) shall be subject to
review by the Risk management Committee.

The Risk Management Committee shall coordinate its activities with other committees, in instances where
there is any overlap with activities of such committees, as per the framework laid down by the Board of
Directors

Risk Management Committee shall meet at least twice in a year. The meetings of the Risk Management
Committee shall be conducted in such a manner that on a continuous basis not more than 210 days shall
elapse between any two consecutive meetings.

Risk Management Committee shall have powers to seek information from any employee, obtain outside legal
or other professional advice and secure attendance of outsiders with relevant expertise, if it considers
necessary.

2.1.2 Risk Management Sub-Committee
Constitution of Risk Management Sub-Committee:

The following shall form part of the Sub-Committee. Further, their roles have been defined below:

1. The Chief Risk Officer (CRO) — CGM QSHE

2. All the Risk Owners & Risk Reporters — ED (O&M), ED (Projects), In-Charge S&I & respective HODs
Role and Responsibilities of Risk Management Sub-Committee:

Risk Management Sub-Committee shall have the key role of identifying the key risks, suggest mitigation measures,
monitoring and supervising the implementation of the Risk Management Policy and maintain enterprise-wide
view of the key risks faced by the organization.

= Identify the key risks anticipated for the organization and suggest mitigation measures to the concerned
departments/project sites on bi-annual basis.



» Ensure that effective risk mitigation plans are in place and the results are evaluated and acted upon.

= Report the key risks faced by the organization and the mitigation plans to the Risk Management
Committee on bi-annual basis.

= Ensure that the Risk Management Committee is informed about any new/emerging risks faced by the
organization in case of exigencies/emergent conditions.

= Assist the Risk Management Committee in overseeing and monitoring the development and
implementation of the Risk Management Policy.

=  Assist the Risk Management Committee in decision making for risk management responses for identified
key risks.

=  Map the risks reported according to their ratings on a regular basis.

2.1.3 Chief Risk Officer

The Chief Risk Officer (CRO) shall coordinate with the departments/project site/power station heads in
establishing and implementing the risk management process effectively in their areas of responsibilities.

Role and Responsibilities of the CRO:
» Communicating and managing the establishment and ongoing maintenance of risk management policy
pursuant to the organization’s risk management vision.

» Designing and reviewing processes for risk management.

» Communicating with the Risk Management Committee regarding the status of risk management and
reporting the key risks faced by the organization.

» Facilitating discussions among the Risk Management Sub-Committee to fulfill its responsibilities.

» Validating that the risk management policy is implemented in key department/ project site/ power station and
that all significant risks are being recognized and effectively managed in a timely manner and conduct
reassessment of the same, if required.

= Risks identified shall be widely circulated within the organization.

2.1.4 Risk Cell
Risk Cell shall be a team of dedicated members who shall report directly to the CRO.

Roles and Responsibilities of the risk cell shall include:

= Assist the CRO in organizing Risk Management Sub-Committee and Risk Management Committee
meetings.

= Record the key risks and their mitigation plans in the risk register as agreed by the ‘Risk Management Sub-
Committee’ and put up for the perusal of the CRO on regular basis who shall report it to the Risk
Management Committee.

2.1.5 Risk Owners

Following officials are the Risk Owners as nominated by the RMC:

1. The ED(O&M) is Risk Owner for risks pertaining to all O&M Stations.

2. The ED(Projects) is Risk Owner for risks pertaining to all Ongoing Projects.
3. In-charge S&I is Risk Owner for risks pertaining to all S&I Projects.

4. The HODs of Departments are Risk Owners for risks pertaining to their respective departments.



Role and Responsibilities of the Risk Owners:

Identification and assessment of risks within their area of operation by conducting likelihood & potential
impact assessment.

Development and implementation of mitigation strategies in consultation with Chief Risk Officer.

To Ensure regular monitoring and reporting of risks to detect changes in emerging risks and measure the
effectiveness of mitigation plans

Communication of issues related to specific risks to the Risk Management Committee through Chief Risk Officer
and ensure compliance with management practices.

2.1.6 Risk Reporters

Following officials are the Risk Reporters as nominated by the RMC:

1. Therespective Head of O&M Station shall act as Risk Reporter of the concerned Power Station

2. The respective Head of Project shall act as Risk Reporter of the concerned Ongoing Project.

3. Therespective Head of S&I Project shall act as Risk Reporter of the concerned S&I Project.

4. The nominated representative shall act as Risk Reporter of the concerned department.

Role and Responsibilities of the Risk Reporters:

2.2

Detection and Documentation of risk details, including potential causes, context, and any immediate
observations.

Implementation of identified mitigation measures.
To provide status updates on risks, including changes in conditions and effectiveness of implemented controls.

To incorporate feedback from risk owners to refine risk reporting process and assist in implementation of risk
responses where applicable.

To Maintain & submit records of all identified risks.

To promote risk awareness and best practices among team members.

Risk Reporting Structure

The following risk reporting structure shall be followed by the organization:

First Line of Reporting:

The Risk reporters, in association with respective Risk Owners, shall identify key risks of their respective
departments.

The Risk reporters, in association with respective Risk Owners, shall ensure the implementation of risk
mitigation plan within their respective departments/ power stations/ project sites.

The Risk reporters (with due endorsement by the respective Risk Owners)/Risk Owners shall send the
report on status of risks and mitigation measures taken on quarterly basis to the CRO.

Second Line of Reporting:

The Chief Risk Officer along with the other members of the Risk Management Sub-Committee shall bi—
annually identify risks and decide upon the key risks which shall be reported to the Risk Management
Committee.

After the Risk Management Sub-Committee decides the mitigation plan, Risk Owners/ Risk reporters (with
due endorsement by the respective Risk Owners) shall record it in the risk register and report the key risk
with their mitigation plans to the CRO.

Upon deciding and implementing the mitigation plan the Risk Management Sub-Committee through the



CRO shall present it to the Risk Management Committee. The risk register shall contain:
+  Function/ department wise record of top risks

«  Risk category wise record of top risks

« Treatment plans for the top risks

Third Line of Reporting:

The Risk Management Committee shall apprise the Board on the key risks faced by the organization and
the mitigation measures taken.

The Risk Management Committee shall also apprise the Board for decision on any new/emerging risks
faced by the organization in case of exigencies/emergent conditions.

The Risk Management Committee will present the relevant findings to the Board of Directors for
approvals/actions.



3 Risk management approach

Risk Management is the process which shall enable the organization to identify, assess and treat risks. It is the
responsibility of everyone in the organization viz. Board, Management Team and all NEEPCO personnel. Risk
Management applies to key functions, departments and operations within the organization.

The primary objective(s) of establishing a Risk Management Process is to ensure that:

= Risks faced by the organization shall be identified and collected in a central repository, enabling the top
management to take a comprehensive view of the same

= Risks identified shall be assessed, mitigated, monitored, reviewed and reported on an ongoing basis.

The Risk Management Process is depicted below:

PROCESS
/
RISK IDENTIFICATION

REPORTING MONITORING
AND REVIEW

< RISK ASSESSMENT <>

< RISK MITIGATION <

\

3.1 Risk identification

Risk identification sets out to identify an organization’s exposure to uncertainty. This requires an in-depth
knowledge of the organization, the market in which it operates, the economic, legal, regulatory, social, political,
technological and cultural environment in which it exists, as well as the development of a sound understanding of
its strategic and operational objectives, including factors critical to its success and the threats and opportunities
related to the achievement of these objectives.

Risk identification shall be approached in a methodical way to ensure that all significant activities within the
organization have been identified and all the risks flowing from these activities defined.

The following methodologies can be used to identify risks:



Methodology Brief Description

Questionnaires and checklists

Use of structured questionnaires and checklists to collect information to assist
with the recognition of the significant risks

Workshops and brainstorming

Collection and sharing of ideas and discussion of the events that could impact the
objectives, stakeholder expectations or key dependencies

Inspections and audits

Physical inspections of premises and activities and audit of compliances with
established systems and procedures

Flowchart and dependency Analysis of processes and operations within the organization to identify critical
analysis components that are key to success

HAZOP and FMEA approaches

Hazard and Operability studies and Failure Modes Effects Analysis are
quantitative technical failure analysis techniques

SWOT and PESTLE analyses Economic, Social, Technological, Legal and Environmental ( PESTLE) analysis

Strengths, Weaknesses, Opportunities and Threats (SWOT) and Political,

offer structured approaches to risk recognition

3.1.1 Risk categorization

All the risks that have been identified shall be classified under the following risk categories:

3.2

Strategic & Governance Risk - Risk involving threats to long term goals of the organization resulting
from business factors and execution of stakeholders’ strategic objectives. Further, risks associated with
the effectiveness of an organization's governance structure, processes, and controls, including issues
related to decision-making, compliance, transparency, and accountability. These risks adversely affect the
achievement of strategic objectives and may impair overall enterprise value.

Financial & Commercial Risk - Risk directly impacting the financial stability and performance,
including risks associated with funding, capital structure, market fluctuations, currency exchange rates,
interest rates, credit, liquidity, and investment decisions.

Human resource Risk - Risk directly impacting the workforce and affecting the workforce, including
recruitment, retention, labor laws compliance, employee health & safety, employee productivity,
performance & appraisal.

Operational Risk - Risk of loss resulting from challenges related to production, maintenance, supply
chain, technology, and workforce management, among others, which could impact the company's
operational efficiency and effectiveness.

Legal, Regulatory & Compliance Risk - Risk of loss arising from non-compliance with relevant laws,
regulations, standards, and internal policies governing its operations. This includes risks related to legal
penalties, reputational damage, loss of licenses, and financial liabilities stemming from failure to adhere to
applicable regulatory compliances.

IT & Cybersecurity Risk - Risk arising from breaches, attacks & other security incidents that affect
information technology systems and networks. This includes risks related to unauthorized access to
confidential data, IT service disruptions, phishing attacks, viruses, malwares etc.

Risk assessment

Risk assessment allows an entity to consider the extent to which potential events have an impact on achievement
of objectives. The events are assessed from two perspectives — likelihood and impact. The positive and negative



impacts of potential events are to be examined, individually or by category, across the entity.

Risk Rating is the result of the product of impact and likelihood of occurrence of a risk with the consideration of
controls in place.

The risks identified shall be evaluated by their likelihood and impact parameters as per the following methodology:

Impact Rating: Determination of impact due to risk occurrence
Measurement Reference
Risk Category Cgtegog ; ; ; ; ;
Classifications Low (Rating 1) Medium (Rating 2) High (Rating 3)
Financial & Risks that directly Insignificant impact Moderate impact on Significant impact on
Commercial impact key company | on company company financials - company financials -
financials including | financials — operating revenue operating revenue
P&L or Balance operating revenue (Cost of impact is (Cost of impact is
sheet (Cost of impact is likely to be between likely to exceed Rs.
likely to be less than Rs. 5 - 50 Crores 50 Crores p.a.)
Rs. 5 Crores p.a.) p.a.)
Strategic & Impact on key Minor concerns Concerns from Serious concerns
Governance stakeholders such as | raised by stakeholders from major
shareholders, stakeholders, requiring formal stakeholders,
employees, which can be response, temporary leading to long-
customers and rectified without disruption in term loss of trust,
vendors. significant effort or relationship if not loss of business,
impact on addressed market position.
stakghold(?r (Cost of impact is (Cost of impact is
relationships likely to be between likely to exceed Rs.
(Costofimpact is Rs. 5 - 50 Crores 50 Crores p.a.)
likely to be less p-a.)
than Rs. 5 Crores
p-a.)
Human Impact on employee | Minimal impact on Significant concerns Potential financial,
Resource productivity and employee raised by employees operational, and
company reputation. | productivity and and media, which if legal implications
company not addressed may due to employee
reputation. lead to manpower concerns, long term
(Cost of impact is unavailability. damagg to company
likely to be less (Cost of impact is reputation
than Rs. 5 Crores likely to be between (Cost of impact is
p-a.) Rs. 5- 50 Crores likely to exceed Rs.
p-a.) 50 Crores p.a.)
Operational Impact on service Expected Expected Expected annual
availability, reduction in annual PLF PLF reduction >5%
productivity, third | annual PLF < reduction (Cost of impact is
party relationships, | 0.1% >0.1% but <5% likely to exceed Rs.
brand value and (Cost ofimpact is (Cost ofimpact 50 Crores p.a.)
reputation. likely to be less is likely to be
than Rs. 5 Crores between Rs. 5 -
p.a.) 50 Crores p.a.)




Legal Legal and No significant Moderate compliance | Significant
Regulatory & | Regulatory breach violations or fines; failures detected, compliance failures
Compliance and its minor issues limited penalties but | detected, show cause
consequences due rectifiable without notresulting inlong- | notice or Significant
to non-compliance external intervention | term regulatory penalties, involving
to legal and (Cost of impact is problems long-term scrutiny or
regulatory likely to be less than (Cost of impact is modification of
requirements. Rs. 5 Crores p.a.) likely to be between licenses etc.
Rs.5-50 Croresp.a.) | (Cost of impact is
likely to exceed Rs. 50
Crores p.a.)
IT & Potential for Breaches that resultin| Breaches that resultin | Major breaches
Cybersecurity | cyberattack and minimal damage with | moderate disruptions | leading to operational
data breach no significant and access to non- shut downs,

disruption to
operations or
company data

(Cost of impact is
likely to be less than
Rs. 5 Crores p.a.)

sensitive data,
requiring efforts for
correction but having
low impact

(Cost of impact is

likely to be between
Rs. 5-50 Crores p.a.)

significant financial
losses and/or legal
consequences

(Cost of impact is
likely to exceed Rs. 50
Crores p.a.)

* Cost of Impact should be reviewed and updated periodically during the periodic RMP review meeting in accordance with
company’s revenues. Low risk impact rating is assigned where cost of impact is less than 0.1% of company revenues,
Medium impact rating is assigned where cost of impact is equal to or greater than 0.1% of company revenues but less than
1% of revenues, High risk impact rating is assigned where cost of impact is greater than or equal to 1% of company revenues.

Estimate impact of event:

Process of impact of risk quantification for the company has to be qualitative, supported by quantitative impact
analysis. To apply this approach, the chain of adverse consequences, which may occur in case the identified risk
materializes, shall be enlisted. For each of the chains of adverse consequences, the cost impact needs to be
calculated and attributed to the particular risk. In such an exercise, actual cost impacts (like claims by contractor,
loss of equipment value, etc.) as well as opportunity costs (like loss in realization of revenue, delay in commission
of project etc.) must be captured to arrive at the total cost impact of materialization of the risk. This has been based
on OHSAS, QMS guidelines as well as industry standards.



Trigger

/ Indicating Risk
Event

Risk Trigger*
I Risk
Risk /
Occurrence Adverse
consequences

/ follow

Adverse Adverse
Consequences Consequences
A1 B1
| 1
Adverse Adverse
Consequences Consequences
A2 B2
| 1
Adverse Adverse
Consequences Consequences
A3 B3

*Risk Trigger means the incident at which the effect of risk transforms from one level to other level i.e. Change of Risk from “Low” to
“Medium” / “High”.

In case, the rating based on different parameters are different, higher of the two or more ratings shall be considered
as the final risk rating.

E.g., For a particular risk, Impact rating is 3 based on the Financial parameter and 2 based on the Operations
parameter, the final impact rating shall be taken to be as 3.

Estimate Likelihood of occurrence:
Process of likelihood of risk quantification for the company has to be qualitative based on stakeholder discussions and

supported by the data on the occurrence of similar risk events in the past. To assess the likelihood, the following
classification matrix shall be considered as below:

Likelihood Rating: Determination of risk occurrence

Risk Measurement Classification Supplement information to determine the
Score (Likelihood) score of Likelihood

1 Unlikely Rare occurrence based on history

2 Likely Annual occurrence

3 Very Likely More than once in a year




The following table shall be used to analyze and calculate the Risk exposure:

Calculation/Analysis of risk exposure

Sl Risk Risk Impact Likelihood | Risk Mitigation | Mitigation | Remarks
No Description rating Exposure | Plan Status
A B C=AXB

Risk Category Rating Final impact | Based on
rating stakeholde
(Highest of | r rviews

impact
ratings)

1 Financial &
Commercial

Strategic &
Governance

Human
Resource

Operational

Legal,
Regulatory &
Compliance
IT&
Cybersecurity

# Estimate Likelihood of occurrence is amended after approval of Board of Directors in its meeting held on 10.05.2019
Risk Exposure:

The risk assessment methodology adopted defines risk exposure as a product of Impact (rating) of the risk and the
Likelihood of occurrence (rating) of the risk.

Impact X Likelihood = Exposure

(Rating from 1 to 3) (Rating from 1 to 3) (Rating from 1to 9)

The ratings of risk exposure are as follows:

Risk Exposure Rating
Risk Exposure Score Classification
<=3 Low
>3 & <=6 Medium
>6 & <=9 High
Probability ¥
High
Medium
Low
Impact > | Low Medium High




Risk Exposure ¥

e  Major stakeholder concern
e Major impact on strategy or operational activities
e  Cost of impact is likely to be or exceed X 50 Crores p.a.

Medium e  Major impact on strategy or operational activities

e  Major stakeholder concern

e  Cost of impact is likely to be X 5 Crores or more but less than X 50
Crores p.a.

e  Major stakeholder concern
e  Major impact on strategy or operational activities
e  Cost of impact is likely to be less than X 5 Crores p.a.

3.3 Risk mitigation

There are four common strategies for treating risk. There is no single “best” response strategy, and each risk must
be considered on its own merits. Some risks may require a combination of strategies and multiple responses,
whereas others may need only one strategy with a single response.

Risk avoidance/ termination: This involves doing things differently and thus removing the risk (i.e.
divestments). This is particularly important in terms of project risk, market risk or customer risk but often
wishful thinking in terms of the strategic risks.

Risk reduction/ treatment: Reduce or Treat the risk. This is the most widely used approach. The
purpose of treating a risk is to continue with the activity which gives rise to the risk but to bring the risk to
an acceptable level by taking action to control it in some way through either:

o Containment actions (lessen the likelihood or consequences and applied before the risk
materializes) or;

o Contingent actions (put into action after the risk has happened, i.e. reducing the impact. Must be
pre-planned)

Risk acceptance/ retention: Accept and tolerate the risk. Risk Management doesn’t necessarily mean
risk reduction and there could be certain risks within the organization that it might be willing to accept
and continue with its operational activities. NEEPCO shall tolerate such risks that are considered to be
acceptable, for example:

o arisk that cannot be mitigated cost effectively
o arisk that opens up greater benefits than loss
o uncontrollable risks

It’s the role of Risk Management Sub-Committee to decide to tolerate a risk, and when such a decision is
taken, the rationale behind it shall be fully documented. In addition, the risk shall continue to be
monitored and contingency plans shall be in place in the event of the risk occurring.

Risk transfer: Transfer some aspects of the risk to a third party. Examples of risk transfer include
insurance and hedging. This option is particularly good for mitigating financial risks or risks to assets.
a) The following aspects shall be considered for the transfer of identified risks to the transferring party:

o Internal processes of NEEPCO for managing and mitigating the identified risks.

o Cost benefit of transferring the risk to the third party.

b) Insurance can be used as one of the instruments for transferring risk.



Risk Reduction/ Mitigation Process

The risks are identified, and the risk mitigation mechanism selected is risk treatment or risk transfer. The next
step shall be to review and revise existing controls to mitigate the risks falling beyond the risk appetite and also
identify new and improved controls.

Risk Mitigation Process:

Identify Mitigation Evaluate Mitigation Implement Mitigation
Plan/Controls Plan/Controls Plan/ Controls

Identify controls

New control activities are designed in addition to existing controls post assessment of risk exposure at current
level to ensure that the risks are within the accepted risk appetite.

Control activities are categorized into Preventive or Detective on the basis of their nature and timing:

*  Preventive controls — focus on preventing an error or irregularity
»= Detective controls — focus on identifying when an error or irregularity has occurred. It also focuses on
recovering from, repairing the damage from, or minimizing the cost of an error or irregularity.
Evaluate Controls

The controls identified for each risk event shall be evaluated to assess their effectiveness in mitigating the risks
falling beyond the risk appetite.

Implement Controls

It is the responsibility of the Risk Management Sub-Committee to ensure that the risk mitigation plan for key
function/department/power station/project site is in place and is reviewed regularly.

3.4 Risk updation process
The following process should be adopted for listing down a risk in the risk register:

1. Identification of New Risk: Based on the methodologies listed above risks can be identified and the initial
details of the risks should be recorded, including the potential source, nature of risk and any immediate
impact or observations due to the risks.

2. Preliminary Screening: This step would involve checking the relevance of the risks with the organization’s
strategy / operations / financials or compliance. Additionally, an initial impact and likelihood assessment
should be estimated for risk categorization.

3. Avoidance of Duplicity: Once the risk is clearly defined and preliminary screening is done check the existing risk
register for same or similar type of risks. In case of duplicity of risk avoid new entry. In case of similarity ofrisk,
prefer updation of existing risk entry to include the new information and update the risk levels and profile
accordingly.

4. Criteria Validation: Validate the impact of the newly identified risk with the risk appetite threshold defined
for the organization. Only risks that meet or exceed this threshold should be considered for addition or
updation in the risk register.

5. Detailed Risk Assessment: Conduct a thorough assessment of the risks and assign key parameters and
numbers to find out probability and impact of the identified risks. Categorize the risks according to the risk
categories defined in the risk management plan document. Assess the necessary actions that would be
required for mitigation of the risks and a preliminary analysis of the new risk level after the mitigation plan
is implemented. Define tentative timelines for implementation of the mitigation process / processes
identified.



6. Review and Approval: Present the detailed risks analysis to the risk management committee as per the
reporting structure defined in this document and take the necessary approvals prior to addition of the risks.

7. Registration: Update the risk register with the relevant approved entries and assign responsibilities for
monitoring, mitigation, and review of the action plans.

8. Communication and Monitoring: Communicate with the relevant stakeholders regarding the updation of
the risk register, ensuring they understand their roles and responsibilities. Set up mechanism for
continuous monitoring of the risk with quarterly reviews. Update the status and impact of the risks based
on latest data and organizational changes.

3.5 Risk management and review

The Risk Management Sub-Committee is the key group which shall work on an ongoing basis within the risk
management framework outlined in this policy to mitigate the risks to the Organization’s business as it may evolve over
time.

3.5.1 Risk monitoring

As the risk exposure of any business may undergo change from time to time due to continuously changing
environment, the risks with their mitigation measures shall be updated on a regular basis.

The following process shall be followed:

Quarterly

1. The Risk Reporters & Risk Owners shall review the status of risks and treatment actions.

2. Any new or changed risks shall be identified and escalated, if deemed necessary to the Chief Risk Officer (CRO).

Bi - Annually

1. The CRO along with the other members of the Risk Management Sub-Committee shall identify the key risks
to be put up in the Risk Management Committee meeting.

2. The Risk Management Sub-Committee shall monitor and supervise the development and implementation of
the Risk Management Policy and maintain enterprise-wide view of the key risks and their mitigation measures faced
by the organization.

3. The Risk Management Sub-Committee shall report the key risks and their mitigation plans to the Risk
Management Committee on bi-annual basis.

Annually

The Risk Management Committee shall apprise the Board, at least once annually, on the key risks faced by the
organization, the mitigation measures taken and relevant findings for approval/action.

3.5.2 Risk review

Effective risk management requires a reporting and review structure to ensure that risks are effectively identified
and assessed, and that appropriate controls and responses are in place. Regular audits of policy and standards
compliance shall be carried out and standards performance reviewed to identify opportunities for improvement.
It shall be remembered that organization is dynamic and operate in dynamic environment. Changes in the
organization and the environment in which it operates must be identified and appropriate modifications made to
risk management practices. The monitoring process shall provide assurance that there are appropriate controls in
place for the organization’s activities and that the procedures are properly understood and followed.

Any monitoring and review process shall also determine whether:



» The measures adopted resulted in what was intended.
» The procedures adopted and information gathered for undertaking the assessment was appropriate.

= The acceptability of each identified risk and their mitigation plan shall be assessed, and risks shall then be
ranked to identify key risks for the organization.

» Proposed actions to eliminate, reduce or manage each material risk shall be considered and agreed.

= Responsibilities for the mitigation measures for key risks management of each risk shall be assigned to
appropriate department/power station/project site heads.

The Risk Owners/Risk Reporters shall review progress on the actions agreed to mitigate the risk and assess the
current level of risk including:

» Establishing whether actions have been completed or are on target for completion.

= Report the status of implementation of mitigation plans to the Risk Management Sub-Committee.



4 Operation of risk management policy

4.1 Approval of the Policy
The Board shall be the approving authority for the company’s overall Risk Management Policy. The Board

shall, therefore, monitor the compliance and approve the Risk Management Policy and any amendments
thereto from time to time.

4.2 Review of the Policy

The risk management policy shall be reviewed as and when required but not later than 2 years based on
changes in the business environment/ regulations/ standards/ best practices in the industry by an outside
consultant/ organization or in-house that would present their recommendations to the Chief Risk Officer.

4.3 Maintenance of Risk Register

e Centralized Risk register with their mitigation plan shall be maintained by CRO/ Risk Cell and shall be
reviewed and updated as per the policy guidelines.

e  Manual reporting would be undertaken by each business unit which will be upgraded to tool-based
reporting post enterprise risk management implementation.



Appendix 1 A - Appendices

Reporting formats

For Risk reporting it is advisable to monitor quarter-on-quarter change in risk level for each risk category.
Additionally, risk level should be monitored by risk owners. Post completion of mitigation steps, revised risk level
should be assessed, and risk rating should be revisited and re-evaluated. Key Insights for the risk from each risk
owner needs to be captured in the reporting presentation and actions need to be taken up based on prioritization

done by the respective risk owners.

Risk reporting shall include risk wise quarter on quarter parametric monitoring for tracking overall risk impact
and evaluating level of impact is within permissible (risk appetite levels). This will also enable monitoring and

tracking of impact of mitigation plans to map their effectiveness.

Key Risk Indicators for quarterly and annual monitoring are as follows:
1. Financial Parameters
e  Debt-Equity ratio
e  Under recovery of pending dues & receivables
2. Operational Parameters
e Inadequate fuel supply
e  Shortage in rainfall and water levels
e  Fuel Costs Overruns
e  Spares Shortages

e Low Generation Schedule & Under recovery of operational costs (AFC, O&M, Fuel Costs etc.)

3. Legal, Regulatory & Compliance Parameters
e  Legal Risks (Arbitration)
e Emissions & Regulatory Compliance
4. Strategic & Governance Parameters

e  Project delays due to challenges and increased costs in land acquisition

5. HR Parameters
e  Threat to safety of employee safety
e  Skilled Manpower availability
6. IT & Cybersecurity Parameters
e  Cyber-incidents
e  System Availability

Following the above the updation in the “risk register” should require grouping of reasons into 1 risk based on

similarity rather than identification of each risk as separate. This would enable easier risk mapping and tracking.

The format for Risk register is as follows:

S. No.| Risk Risk Mitigation | Target Decision of
Description | Exposure | Plan Mitigation | RMC sub-
Date committee

meeting if any

Present
Status

Risk
Owner

Remarks




An illustrative KRI Monitoring sheet and Action Plan Report is described below for periodic tracking of identified Key
Risks and monitoring mitigation measures/Action Plan on the key Risks. However, it may vary based on the actual
risks identified during implementation stage.

The format for KRI Monitoring Sheet is as follows:

KRI Monitoring Sheet (lllustrative)

April-dune 2024

. Risk Definition

Risk 1 — Debt Equity Ratio

Quarter

Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Ratio of Debt to Equity in Capital Rati
atio
Structure of the company
Interest Coverage Ratio Ratio
Debt Service Coverage Ratio Ratio
FCF to debt ratio Ratio

KRI Monitoring Sheet (lllustrative)

Risk Definition Risk 2 — Recovery of pending dues & receivables Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Days sales outstanding Days
Accounts receivable aging Days
Percentage of pending receivables o
overdue °
Customer average credit risk Rai

) ating
rating
Cash flow coverage ratio Ratio

KRI Monitoring Sheet (lllustrative)

April-June 2024

Risk Definition

Key Risk Indicator

Average Fuel inventory levels at
powerplant (as percentage of
capacity)

Risk 3 — Fuel Supply shortage

Unit of Measurement

%

Quarter

Current KRI Measure

Comments

Suggested Action Plan

Supplier Reliability Rating

%

Average lead time for fuel delivery

Minutes

Contract Coverage Ratio

%

KRI Monitoring Sheet (lllustrative)

. Risk Definition
Key Risk Indicator

Cumulative Rainfall Deviation
(from long-term average)

Risk 4 — Reservoir Water Level Shortfall

Unit of Measurement

%

Current KRI Measure

Quarter

Comments

April-June 2024
Suggested Action Plan

Reservoir water levels meters
Streamflow rate as a percentage o

of long-term average °
Drought Index Number




KRI Monitoring Sheet (lllustrative)

—

. Risk Definition Risk 5 — Fuel Supply Cost Overruns  Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Fuel price volatility index %
Average fuel cost per unit of INR/KWh

energy generated

Percentage of supply under fixed
price contracts

Fuel Consumption Efficiency %

Deviation from budgeted fuel cost %

KRI Monitoring Sheet (lllustrative)

Risk Definition Risk 6 — Spares Shortage Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Stockout Rate . %
Lead time for critical spares Days

Percentage of scheduled
maintenance activities delayed %
due to spares unavailability

KRI Monitoring Sheet (lllustrative)

Risk Definition Risk 7 — Under recovery of operational costs QuarterApril-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Revenue Variance %
Operating Margin %
Fixed Cost % of Total Cost %
KRI Monitoring Sheet (lllustrative)
. Risk Definition Risk 8 — Arbitration risks Quarter April-dune 2024

Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan

Average duration of ongoing

arbitration cases Days
Percentage of contracts under o

. %
arbitration
Financial impact of arbitration
cases including legal fees and INR Cr.

penalties

Resolution rate of Arbitration

. %
Cases in a year

Frequency of Arbitration initiation Days




KRI Monitoring Sheet (lllustrative)

- Risk Definition

Risk 9 — Emissions compliance

Unit of Measurement

Current KRI Measure

Quarter

Comments

April-June 2024

Key Risk Indicator

Number of times emission levels
have been exceeded in the
quarter

Number

Suggested Action Plan

Frequency of emissions

No. of times / day

paid

monitoring
Time to resolve emissions issues Hours
Cost of Non-compliance penalties

P P INR Cr.

Percentage of equipment
compliant with regulations

%

Risk Definition

Key Risk Indicator

Schedule Variance with projected
timelines

Unit of Measurement

%

KRI Monitoring Sheet (lllustrative)

Current KRI Measure

Risk 10 — Project delays due to challenges and increased costs in land acquisition Quarter

Comments

April-June 2024

Suggested Action Plan

Percentage of milestones
completed on-time

%

Resource utilization rate

%

Cost Implication due to delay in
Land acquisition

INR Cr

Contractor performance rating

%

KRI Monitoring Sheet (lllustrative)

Risk Definition Risk 11 — Delays in S&I Projects Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Average time taken for approval Days
process
Percentage of Land acquired vs.

Planned as per the mentioned %
timeline
Number of approvals and Numbers

clearances pending

KRI Monitoring Sheet (lllustrative)

Risk Definition
Key Risk Indicator

Voluntary Turnover Rate

Risk 12 —

Unit of Measurement

Turnover rate

Current KRI Measure

Quarter

Comments

April-June 2024
Suggested Action Plan

Involuntary Turnover Rate

Total Turnover Rate

KRI Monitoring Sheet (lllustrative)

. Risk Definition
Key Risk Indicator

Average Time to Fill

Risk 13 —

Unit of Measurement

Days

Time to Fill Positions

Current KRI Measure

Quarter

Comments

April-June 2024 :
Suggested Action Plan

Time to Accept Offer

Days




KRI Monitoring Sheet (lllustrative)

. Risk Definition
Key Risk Indicator

Employee Net Promoter Score

Risk 14 — Employee Satisfaction Score

Unit of Measurement

Score

Current KRI Measure

Quarter

Comments

April-dJune 2024
Suggested Action Plan

Annual Employee Satisfaction
Survey Score

%

KRI Monitoring Sheet (lllustrative)

Risk Definition
Key Risk Indicator

Risk 15 — Number of Compliance Violations

Unit of Measurement

Current KRI Measure

Quarter

Comments

April-June 2024

Suggested Action Plan

Total Compliance Violations Number
Serious Compliance Violations Number
Repeated Compliance Violations Number

KRI Monitoring Sheet (lllustrative)

. Risk Definition
Key Risk Indicator

Average Cost per Legal Settlement

Risk 16 — Cost of Legal Settlements

Unit of Measurement

Rs Cr

Current KRI Measure

Quarter

Comments

April-June 2024 :
Suggested Action Plan

Legal Fees as a Percentage of
Revenue

%

KRI Monitoring Sheet (lllustrative)

: Risk Definition Risk 17 — Incident Rate Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Lost time Incident rate Number
Total Incident Rate Number

KRI Monitoring Sheet (lllustrative)

Risk Definition Risk 18 — Days Lost Due to Injury Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Total Days lost Days

Average Days Lost per Injury Days

KRI Monitoring Sheet (lllustrative)

: Risk Definition Risk 19 — Threat to employee safety Quarter April-June 2024
Key Risk Indicator Unit of Measurement Current KRI Measure Comments Suggested Action Plan
Lost time Injury rate Number
Near Miss Frequency Number
Safety Training Completion Rate %

Number of Workplace safety Number

inspections




KRI Monitoring Sheet (lllustrative)

. Risk Definition
Key Risk Indicator
Gender Diversity Rate

Risk 20 — Employee Diversity Rate

Unit of Measurement

%

Current KRI Measure

Quarter

Comments

April-dJune 2024
Suggested Action Plan

Ethnic Diversity Rate

%

Age Diversity Rate

%

KRI Monitoring Sheet (lllustrative)

Risk 21 — Completion Rate of Performance Reviews Quarter

. Risk Definition
Key Risk Indicator

Annual Performance Review
Completion Rate

Unit of Measurement

%

Current KRI Measure

Comments

April-June 2024
Suggested Action Plan

Probation Period Review
Completion Rate

%

KRI Monitoring Sheet (lllustrative)

Risk 22 — Succession Planning Coverage

. Risk Definition
Key Risk Indicator

Successor Readiness

Unit of Measurement

%

Current KRI Measure

Quarter

Comments

April-June 2024
Suggested Action Plan

Key Position Coverage

%

KRI Monitoring Sheet (lllustrative)

Risk Definition
Key Risk Indicator

Risk 23 — Lack of Skilled manpower

Current KRI Measure

Quarter

Comments

April-June 2024
Suggested Action Plan

Employee turnover ratio

Unit of Measurement

Engagement Scores

Average time to fill open positions Days
Tralnl_ng & Development hours per Hours
technical employee

Employee Satisfaction and Marks

Risk Definition

Key Risk Indicator

R